YTBEPXJIEHO
IIPUKA30M 3aBEAYIOLIETO
MBJIOV «Jletckuii cam No219»
Ne 60 ot 31.07.2017/r.
" 1 nonnmcuo, MSA0Y -AETCKA
MOMATHKA  Cagragisr - G0
HHG(pOPMALMOHHOH 0€30MaCHOCTH MYHUIMIIAJIBLHOI0 GI61:KeTHOTO
JTOIIKOJbHOT0 00pa3oBaTe/ibHOr0 yupe:xxaenus «/Jlerckmii caxg Ne219)
001epa3BUBAKOILEr0 BU/A

1. Ilepeuenb UCTIONB3YEMBIX ONpPEEICHUIN, 0003HAYEHU I, COKpAILIEHUI
AUDB — agmunucTpaTop nHGOPMALIMOHHON 6€301acCHOCTH
APM - aBTOMaTH3UpOBaHHOE paboyee MecTo
NC - undopmanmonHnas cucrema
Wb — uadopmarmonHast 6€301macHOCTb
NP — undopmarimonusie pecypchl
MD — MexceTeBoM dKpaH
HCJI - HecaHKIIMOHUPOBAHHBIN AOCTYII
OC - onepauoHHas cUCTEMA
[1/In - nepcoHanbpHbIC TaHHBIE
10O - nporpamMmMHOE obecrieueHne
C3U - cpenctsa 3amuThl ”HGOPMALIUH
I1b — monuTuka 6€30mMacHOCTH
OBM — 35IeKTpOHHO-BBIUYHCIIUTENIbHAS MAILIMHA, IEPCOHATIBHBIA KOMIIBIOTED

ABTOMaTU3UpPOBAHHAsI CUCTEMA — CHUCTEMA, COCTOSINAs W3 MEPCOHANIA U
KOMIUJIEKCA  CpPEICTB  aBTOMATH3alMU €ro  JESTENbHOCTH, peaau3yrolas
UH(GOPMAIIMOHHYIO TEXHOJIOTHIO BHITIOJHEHHUSI YCTAHOBICHHBIX (PYHKIUH.

AnMuHHCTpAaTOp HMH(POPMAIIMOHHON 0€30MacHOCTH — CIEUUATUCT WM
rpynmna  CIeUMalMCTOB  OpPraHu3allud, OCYIIECTBISIOMIMX  KOHTPOJb 32
obOecrieuenneM 3amuThl uMH(popmanmu B JIBC, a Takke oOCyIIECTBISIONNE
OpraHu3alyio padoT MO BBISIBICHUIO M MPEAYNPEKICHUIO BO3MOXKHBIX KaHAJIOB
yTeuku WHGOpPMAIINK, MOTEHIMAIBHBIX BO3MOXHOCTeH ocymectBienus HC/ x
3amunaeMoi HHGOpMaIIHH.

Hoctyn k uH(OpManuMM — BO3MOXXHOCTb MOJy4YeHHs] MHGOpPMAIMU U ee
UCIIOJIb30BAHUSI.

Unentudukanus — mnpucBoeHUE CyObEKTamM JocTyna (MOJIb30BATENsAM,
nmpoiieccaM) U 00beKTaM JocTyna (MH(DOPMAIIMOHHBIM pecypcam, YCTPOUCTBAM)
uAeHTUpUKaTopa W (WJIM) CpPaBHEHHUE TPEIBABIAEMOro HACHTH(PUKATOpA C
NepEeYHEM MMPUCBOEHHBIX UAEHTU(UKATOPOB.

Nudopmanus — 370 akTHB, KOTOPBINA, OJJOOHO APYTMM aKTHBaM OOLIECTBA,
UMEET LEHHOCTh WU, CIEJOBATENbHO, JOJDKEH OBbITh 3alMIIEH HaJJIeKalUM
oOpazom.

Nudopmarnmonnas 0e30MacHOCT, — MEXaHU3M 3alllUThl, 00ECIICUNBAOITUN
KOH()UJIEHIUATBHOCTh, LEJIOCTHOCTh, JOCTYHNHOCTh HWH(OpPMALUHU; COCTOSIHUE
3aIIMIEHHOCTH HMH(GOPMAIIMOHHBIX AaKTUBOB O0O0INECTBA B YCIOBUAX YyIpo3 B
uH(pOpMaIIMOHHON cdepe. YTpo3bl MOryT ObITh BbI3BaHbl HENpPEIHAMEPEHHBIMU
omuOKaMH TIepcoHala, HEMPABWIbHBIM (PYHKIIMOHUPOBAHUEM TEXHUUYECKHX



CPEICTB, CTUXMUHBIMA O€ICTBHSIMU WM aBapusMu (I0Kap, HAaBOJHEHUE,
OTKJIFOUEHUE DJIEKTPOCHAOKEHNU S, HApYIIEHNE TEJIEKOMMYHHUKAIIMOHHBIX KAHAJIOB
U T.I.), IUOO MpeIHaMEPEHHBIMU 3JI0YMBILUIEHHBIMH JIEHCTBUSAMU, IPUBOASILIUMU
K HApYIICHUIO MH(POPMAIIMOHHBIX aKTUBOB 00IIIECTBA.

HNudpopmanronHasi cucteMa — COBOKYIHOCTh IPOIPaMMHOTO OOECTIeUeHUs U
TEXHUYECKUX CPEICTB, MCHOJb3YEMBIX IJI XpaHEHHsA, 0OpabOTKM W Tepenadu
uH(popmalm, ¢ 1enblo pemenus 3anad noapasaenennii MBJIOY «/lerckuil can
Ne219y.

NupopmalinoHHbIe TEXHOJOTMM — TPOLECChl, METOAbl IOHCKa, cbOopa,
XpaHeHHs, O00paOOTKH, TPENOCTaBICHUS, PACIPOCTPAHCHUS] WHPOPMALUA U
CHOCOOBI OCYIIECTBICHHS TAKMX MPOLECCOB U METO/IOB.

NHdopmanmoHHble pecypcbl — COBOKYIHOCTh CoOAeprKauieics B 0a3ax
JaHHBIX MHGOpMalMK U OOECHeYUBAOIIUX €€ 00paboTKy HMH(POPMALMOHHBIX
TE€XHOJIOTUH.

HcTo4HMK yrpo3sl — HAMEPEHHUE WM METO/[l, HALICJICHHBI Ha YMBIIIJICHHOE
UCIIOJIb30BAaHUE YSI3BUMOCTH, JUOO CHUTyaluss WM METOJA, KOTOpble MOTYT
CIIy4alHO MPOSIBUTH YSI3BUMOCTD.

Kondunennmansuas wunHdopmainus — wuHPOpMAHUS € OTPAHUYCHHBIM
JOCTYTIOM, HE COJEprKalllas CBEIACHUM, COCTABIIAIOIINX I'OCYJAapCTBEHHYIO TalHY,
JOCTYIl K KOTOPOM OIpPaHUYMBAETCS B COOTBETCTBUM C 3aKOHOJATEIBCTBOM
Poccuiickon @enepanum.

KonpuneHunanbHOCTh — 1OCTYI K MHPOPMALIUU TOJIBKO aBTOPU30BAHHBIX
II0JIb30BATEIICH.

Kputnunas wuHpopmanus — wuHboOpmalus, HapyLIEHUE TOCTYIHOCTH,
LEJIOCTHOCTH, 00 KOH(PUIAECHIMATBLHOCTH KOTOPOH, MOXKET OKa3aTh HETaTUBHOE
BIMSIHME Ha (YHKIMOHMPOBAHME IMOJAPA3JCIICHUN YUpEeXKJIEHUS WIM UHOTO BHJA
yiepoa.

JlokanbHas BeIUMCIUTENbHAS ceTh — rpynna OBM, a takxke nepudepuiinoe
o0opy/noBaHuE, OOBEIUHEHHBIE OJHUM WJIM HECKOJIbKUMHU aBTOHOMHBIMHU
BBICOKOCKOPOCTHBIMM KaHajlaMU Mepeaaun UU(PPOBBIX TaHHBIX B IPeAeax OJJHOTO
WJIA HECKOJIBKUX OJIM3JIekKAIINX 3TaHUH.

MexceTeBoi 3KpaH — MPOrpaMMHO-AIIAPATHBIA KOMIUIEKC, UCIIOJIb3yEMBIN
JUIsL KOHTpoJIsL noctyna Mexay JIBC, BXOOAIKMMHY B COCTaB CETH, a TAKXKE MEKIY
CEThIO0 YUPEKJIeHUs U BHEIIHUMHU ceTAMHU (ceThio MIHTepHeT).

HecaHkimoHrpoBaHHbBIN AOCTYN K MH(POPMALIMK — JIOCTYN K MH(OpMaLuH,
HapyLIarOUIM [paBujla pa3srpaHUYEHUs] YPOBHEU MOJJHOMOYMM MTOJIb30BATEIICH.

[TonuTuka MHPOPMAIIMOHHOM 6E€30MaCHOCTH — KOMIUIEKC B3aMMOYBSI3aHHBIX
PYKOBOJSIIMX MPHUHLMIIOB U pa3pabOTaHHBIX Ha MX OCHOBE MPaBUJI, MPOLEAYpP U
NPAKTUYECKUX TPUEMOB, MPHUHATHIX B YUpEeXICHUH [UIsi OOecrnedeHus €ero
UH(OPMAIIMOHHON O€30MTaCHOCTH.

[Tonmp3oBareny  JIOKaJTbHOW  BBIYMCIMTEIBHOM CETH —  COTPYIHHK
opraHu3aluy (IITaTHbIA, BPEMEHHBIN, pa0OTalONMI IO KOHTPAKTY U T.II.), & TAKKE
npouyue Juua (MOAPSIAYMKH, ayJAUTOPbl U T.I1.), 3apPETUCTPUPOBAHHBIN B CETHU B
YCTAaHOBJICHHOM IIOPSIAKE M IOJYYMBIIWK IpaBa Ha JOCTYyI K pecypcaMm CETH B
COOTBETCTBUM CO CBOMMU (DYHKIIMOHAJIBHBIMHU O0S3aHHOCTSMHM.

[IporpammHOe obOecrnieueHre — COBOKYIHOCTh MPUKIAIHBIX MPOrpamw,
YCTaHOBJICHHBIX Ha cepBepe ninu OBM.



Pabouast cTaHuMs — nepCOHAIBHBINA KOMIIBIOTEP, HA KOTOPOM I0JIb30BATEIb
CETH BBINOJHSAET CBOU CIIyeOHbIE 00513aHHOCTH.

Peructpanmonnast (y4eTHasi) 3amuch MOIb30BATEIS — BKITIOYAET B CEOST MMs
MOJIb30BATENII M €ro YHUKAJIbHBIH HUMPOBOM HACHTUPHUKATOP, OJHO3HAUYHO
UJACHTUPUIUPYIONIUN JTAHHOTO TMOJIb30BaTENsl B OINEPAIMOHHOM cucTeMe (CeTu,
0a3ze MJaHHBIX, NPUIOKEHMH U T.I.). PerucrpamumoHHas 3amuch CO37aeTCs
aIMUHUCTPATOPOM TPU PETUCTPALMH IOJIH30BATEsl B ONEPAllMOHHOM CHCTEME
KOMITBIOTEpA, B CHUCTEME YIpaBJICHHS 0Oa3aMH JaHHBIX, B CETEBBIX JOMEHAX,
npuwiokeHusix u T.m. OHa TakkKe MOXET COJiepkKaTh TaKUe CBEICHHUS O
nosb3oBarene, kak @.1.0., Ha3BaHue noapa3aeineHus, Tenedonsl, E-mail u 1.1.

Ponsr — COBOKYMHOCTH TOJTHOMOYHMM ¥ TPUBHWICTHH HAa JOCTyHo K
UH()OPMAIIMOHHOMY pecypcy, HEOOXOAMMBIX [JIsi BBITIOJIHEHUS MOJb30BaTEIEM
ornpeeeHHbIX (YHKIMOHATBHBIX 00S3aHHOCTEH.

Yrpo3sl uHpOpMANMKM — MOTEHIMAIBHO CYIIECTBYIOIIAs OMACHOCTH
CIIy4alHOTO WM TMPEJHAMEPEHHOTO0 pa3pylIeHUs, HECAaHKIIMOHUPOBAHHOIO
MOJIYYCHUS] WM MOJU(DHUKAIMK JAHHBIX, OOYCJIOBJIICHHAs] CTPYKTYpPOW CHCTEMBbI
00paboTKHM, a TakKe YCIOBUSMH OOpaOOTKM M XpaHEHUs JJaHHBIX, T.€. 3TO
NMOTCHIIMAIIbHAsT ~ BO3MOXXHOCTh ~ HCTOYHHUKA  YIpO3  YCICNTHO  BBISIBUTH
OTIPE/ICIICHHYIO YSI3BUMOCTb CUCTEMBI.

VYA3BUMOCTh — HEJIOCTATKU WM CJIa0ble MecTa MH(POPMAIMOHHBIX aKTHBOB,
KOTOpbIE MOTYT MPHUBECTU K HAPYUICHUIO MH(POPMAIMOHHON 0€30MacHOCTH MpU
peanu3zanuu yrpo3 B uHbopmarmonHoun chepe.

LenoctHocTh MHGpOPMAIIMM — COCTOSIHHE 3alllMIIEHHOCTH HWH(MOpMaIuu,
xapaktepuzyemoe  crnocoOHocTthio  AC  obOecneunBaTh  COXPAaHHOCTh U
HEW3MEHHOCTh KOH(HICHIINATLHON uHbOopMaIuu pu MOTIBITKAX
HECAHKI[MOHUPOBAHHBIX WJIA CIIy4YallHbIX BO3JCHCTBUA HA HEE B IpoLEcce
00pabOTKH WK XpPAHEHHUS.

DJIeKTpOHHAs TMOJNUCh — WH(pOpMaIUs B SJIEKTPOHHOU ¢dopme, KoTopas
pHCOEIMHEHA K JApyroil MH(OpMAIMU B AJIEKTPOHHON (popMme (MOAMMCHIBAEMON
uH(bOpMAIMN) WM WHBIM 00pa3oM CBs3aHa C TakoW WH(pOpmarumed u KoTopas
UCIIOJIb3YETCS JIJISl ONPEEIICHHMS JINLA, TOANMUCHIBAIOIIET0 HHPOPMALIHIO.

2. BBogHBIE TOTOKEHUS

2.1. BeBenenue

IlomuTuka b MYHULMIAJIBHOTO OIOKETHOTO JOIIKOJBHOI'O
obpazoBaTenpHOTO yupexkaeHus «Jlerckuii camx No219y o6miepa3BuBaromiero Buja
(manee — YupexJaeHue) onpenesieT Meau 1 3a1adyn cuctembl ooecneuenus Ub u
YCTaHABJIMBAET COBOKYMIHOCTh MPaBUJI, TPEOOBAHUIN U PYKOBOJSAIINX MPUHIIUIIOB B
obnactu Mb, KOTOpBIMU PYKOBOJICTBYETCSl Y UPEXKJICHUE B CBOCH JIESITEIIHHOCTH.

2.2. llenun

OCHOBHBIMH oeisiMH ITOJIMTHUKH b sBustoTcs 3alluTa I/IH(i)OpMaIII/II/I
quexcz(eHI/m OT BO3MOXHOI'O HAHCCCHHA MATCPHAJIbBHOIO, (I)I/I3I/I‘-IGCKOFO,



MOpPAJIbHOTO  WJIM  HMHOTO  ymepOa, TOCPEACTBOM  CIYYallHOTO WU
OPEIHAMEPEHHOTO BO3/AECUCTBUA Ha HWHQPOPMALMIO, €€ HOCUTENH, IPOLECCHI
00paboTKu U nepenayu u odbecneyeHne 3HPexTUBHONM pabOTH BCETO
UH(POPMAITMOHHO-BBIYUCIUTEIHHOTO KOMILIEKCa npu OCYIIECTBICHUH
JEsITeIbHOCTH, yKa3aHHOU B [1osi0keHUH 0 1eATENbHOCTH Y UpEKICHMUSL.

Ob6mee pykoBoacTBo obOecriedeHuemM Wb ocymectusieTcs 3aBemyrommm
VYupexnenus. OTBETCTBEHHOCTh 332 OPraHU3alUI0 MEPONPUATHI 10 00ECIIEYEHUIO
Wb u xoutposb 3a cobdmoaenueM tpedboBanuii Ub necer AUB.

CorpynHukn YdpexaeHus oO0s3aHbl COONIOAATh IOPSAIO0K OOpAIICHHUS C
KOHQUACHIINATBPHBIMA JTOKYMEHTAMH, HOCUTEISIMH KIIOYEBOM WHGOpMAIuu u
Apyro 3amuimaeMod HHpopManuen, coOmoaarb TpeOOBaHUS HACTOAIIEH
[TonuTukn M ApPYrUX JOKYMEHTOB BHYTPEHHUX JOKYMEHTOB YUpEXKIEHHUS IO
Borpocam obecnieueHus Ub.

2.3. 3agaun

[Tomutuka b HanpaBnena Ha 3amuTy WHGOPMAITMOHHBIX aKTUBOB OT yTPO3,
UCXOSIIMX OT NPOTHUBONPABHBIX ACHCTBUM 3JI0YMBIIUICHHUKOB, YMEHBIIEHUE
PUCKOB M CHIDKEHHME INOTEHIMAJIbHOTO Bpela OT aBAPUM, HENPEIHAMEPEHHBIX
OIIMOOYHBIX JIEUCTBUI TEpcOHana, TEXHUYECKUX CcO0EeB, HEMpaBUIIbHBIX
TEXHOJIOTMUECKUX M OpraHu3allMOHHBIX peUIeHH B Mpoleccax o0padoTKH,
neperayd M XpaHeHuss uMHopmManumum M oOecleueHHe  HOPMaJbHOTO
(YHKIIMOHUPOBAHUS TEXHOJIOTMUECKHUX MPOIIECCOB.

HaubonpmuMyu BO3MOXHOCTAMHU [UIsl HaHECeHHs yulepba YupexaeHus
oOnagaer CcoOOCTBEHHBI mepcoHan. JleWcTBUS MepcoHala MOTLYT  OBITh
MOTHBUPOBAHBI 3JIBIM YMBICIOM (TP 3TOM 3JIOYMBIIUICHHUK MOXET HMETh
COOOIIHMKOB Kak BHYTpM, TaK M BHe YupexjaeHue, JHOO UMETh
HEeNpeJIHaMepeHHbI omuOouHbI Xapaktep. Karteropum wHapymuTeneit u ux
BO3MOKHOCTH OINpenensatoTcs B «Moaenu HapymuTesns».

Ha ocHOBe BEpOSATHOCTHOW OLEHKH OIPEIEISAETCS MEPEUYCHb AKTyalbHBIX
yrpo3 6e301macHOCTH, KOTOPBIN oTpaxaeTcsi B «MoJenn yrpos».

Jna nporusoaenicteus yrpozam Vb B YupexaeHun Ha OCHOBE UMEIOLIEroCs
ONbITA COCTABJISIETCS MPOTHOCTUYECKAS MOJEID MPEAIIOIAracMbIX yIpO3 U MOJIEIIb
HapywuTens. YUem TouHee cellaH MPOrHo3 (COCTABIEHBI MOJENb YIPO3 U MOJIETb
HapYIUINTEIsI), TEM HMXKE pUCKU HapymieHus Vb nmpu MUHHMMaNbHBIX PECYpCHBIX
3aTparax.

Pazpaborannas Ha ocHOBe nporHo3a noautuka b u B cooTBeTCTBUM € HEl
noctpoeHHass CYUD sBnsiercs nHanbonee npaBumiibHBIM U 3 (HEKTUBHBIM CIIOCOOOM
TOOUTHCS MUHUMU3AIMK puckoB Hapymenus Ub nns Yupexnenus. Heo6xomumo
YUYUTBIBATh, YTO C TEUEHUEM BPEMEHHU MEHSIETCS XapakTep yrpo3, IOITOMY CIEAYET
CBOEBPEMEHHO, MCHOJb3ys JaHHbIE MOHUTOPUHIA U ayJauTa, OOHOBJISATH MOJAEIU
yIpO3 1 HAPYLIUTEIS.

Crpaterust obOecneuenuss Wb 3akimrouaercs B HCHOJB30BAHUM 3apaHee
pa3pabOTaHHBIX MEp NPOTUBOACHCTBUS aTakaM 3JIOYMBIIUICHHUKOB, a TaKXe
IIPOTPAMMHO-TEXHUYECKUX U OPTAaHU3ALMOHHBIX PEIICHUH, ITO3BOJISIOIIMX CBECTH
K MHUHUMYMY BO3MOJKHBIE IOTEPU OT TEXHUUYECKUX aBapPUil U OITMOOYHBIX
JEUCTBUN MEPCOHANA.

3aayamMu HACTOSLIEN MTOTUTUKH SIBISFOTCS:



— onucanue opranuzauuu CYUB;

—omnpenenenue Ilomutuk Wb, a WMEHHO: NOJMUTHKA peaau3aluu
AHTUBUPYCHOW 3aIUTHI; MOJIMTUKA YUYETHBIX 3alUCEN; MOJIUTUKA MPEAOCTABICHUSA
noctyna k MP; monuThka MCNONb30BaHUS MHapoJieil; moJuTuKa 3amuThl APM;
MOJIMTHKA KOH(PUICHIIMAIBHOTO JCIONPOU3BOICTBA;

- onpeneseHue nopsaka conpooxaenus C Yupexaenus.

2.4. O0macTh neUcTBUA

Hacrosimias [lonutuka pacnpocTpaHseTcs: Ha BCEX COTPYAHUKOB Y UpexKACHUS
U oOsi3aTenbHAa JJIS MCIOJHEHUS BCEMH €ro COTPYIHUKAMH M JOJIKHOCTHBIMU
mauamu. [lonoxxenus Hacrosmen [1oauTUKY TPUMEHUMBI I UCIIOJIb30BaHUS BO
BHYTPEHHUX HOPMATUBHBIX U METOANYECKUX JOKYMEHTAX, @ TAKXKE B JIOTOBOPAX.

2.5. Ilepuon nedcTBUA U NOPSIAOK BHECEHUSI N3MEHEHUM

Hacrosimas Ilonuthika BBOAWTCA B JEUCTBUE MPHUKA30M 3aBEAYIOIIETO
YupexaeHus.

[lomutuka mnpu3HaeTcs yTpaTUBIIEW CWIy Ha OCHOBAHMU IIPHUKA3a
3aBenyrmouero YupexaeHus. V3MeHeHHs B IIOJIUTHUKY BHOCATCS IPUKA30M
3aBENYIOLIEr0 Y UpexKIACHUS.

NuummaTopamMu BHECEHUS] W3MEHEHHM B TOJUTUKY HWHGOPMAIMOHHON
0€30MacHOCTH SABJISTFOTCSI:

— 3aBENYIOIIMUHN YUpPEKICHHUS;

— aIMUHUCTPATOP UHGOPMAITMOHHON OE30MaCHOCTH.

[lnanoBas akTyanu3anusi HACTOSIEH MOJUTUKH MPOU3BOJAUTCA €KETOIHO U
VMMEET LEJBI0 IPUBEICHUE B COOTBETCTBUE OMPEAECICHHBIX MOJUTUKON 3AIIUTHBIX
Mep peajbHBIM YCIOBHUSAM U TEKYIIMM TPEOOBAHUSM K 3aIlUTEe MHPOPMAIIUH.

BuennanoBas  akryanuszauus nonatuku Wb w mpowusBoguTcs B
00s13aTeIbHOM MOPSJIKE B CIACAYIONTUX CIIydasx:

— Npu W3MEHEHWHM NoJUTUKK Poccuiickoit ®denepanmmu B obnactu Ub,
yKa30B # 3aK0HOB Poccuiickoit denepaiinu B 00J1acTH 3amuTh HHGOPMAIIHH;

— OpU U3MEHEHUU BHYTPEHHUX HOPMATUBHBIX JOKYMEHTOB (MHCTPYKLHA,
MIOJIOKEHUH, pyKOBOJCTB), Kacatouuxcs b Yupexxnenus;

— OpU TPOUCIIECTBUA M BBISIBICHUM WHIMACHTAa (MHUUICHTOB) MO
Hapyuenuto Ub, Biexymero yiiep0 YupexaeHusl.

OTBETCTBEHHBIMM 32 akTyanu3ainuioo mnoiutukd Wb (mwiaHoByw wu
BHeIIaHOBY10) HeceT AUD.

Kontpons 3a wucnonHeHneM TpeOOBAHMI HACTOSUIEH MOJIUTHUKA U
NOJJEPKAHUEM €€ B aKTYyaJIbHOM COCTOSIHUU Bo3jnaraercs Ha Allba.

3. [onutrky nHOOPMAITMOHHONW OE30MTACHOCTH Y UPESKICHUS
3.1. Ha3znauenue noauTuk HHPOPMAIMOHHOM 0€301MacHOCTH

[Tomutukn Wb VYupexneHus — 3TO COBOKYIHOCTb HOpPM, IIpaBUI U
IIPAaKTUYECKUX PEKOMEHJAlMM, Ha KOTOPBIX CTPOWUTCS YIIPABICHUE, 3alluTa W
pacnpezesnieHue HHPpopMauu B Y UpeKICHUHU.



[Tonutuku Wb oTHOCATCSA K aAMUHUCTPATUBHBIM Mepam obecnieuenust b u
OTpEeNEIAIOT cTpaTeruto YupexaeHus B odiaactu Ub.

[Tomutuku Wb permamentupyior 3¢dexktuBayto padory C3U. Onm
OXBaTHIBAIOT BCE OCOOCHHOCTH Mporecca o0paboTKu WHGOpPMAIUHU, OMpEAesisi
nosenenne MC n ee nonp3oBarenei B pa3nnuHbix cutyanusax. [lomnrukn b
peanu3yroTcs  MOCPEACTBOM aIMUHUCTPATUBHO-OPraHU3al[MOHHBIX  MEp,
¢u3nyecKux U MPOrpaMMHO-TEXHUYECKHX CPEICTB U OIpPENEsieT apXUTEKTypy
CUCTEMBI 3aIHTHI.

Bce noxymenTtansHO odopmileHHBIE penieHus, popmupyromue [lonutukwy,
JOJIKHBI OBITh YTBEPKACHBI 3aBEAYIOIINM Y UpPEKICHHUS.

3.2. OCHOBHBIE IPUHIUIIBI 0OECTIEUeHHs] HHPOPMALIMOHHOM 0€30MacHOCTH

OcHoBHBIMY TipuHIIUITAMH oOectieueHus: b sBnsroTcs cnenyromue:
— MOCTOSTHHBIM W BCECTOPOHHUHN aHAIN3 MH(POPMAIMOHHOTO MPOCTPAHCTBA
VYupexaeHusi ¢ Uebl0 BBISIBIICHUS YSI3BUMOCTEN MHPOPMAITMOHHBIX aKTUBOB;

— CBOCBPEMEHHOE OOHapyXeHHe mpoOjieM, MOTCHIIHAIBLHO CIIOCOOHBIX
noBJIUATh Ha b Yupexnenus, KoppeKTUpOBKa MOAEIEN YIPO3 U HAPYLLIUTEIIS;

— pa3paboTka ¥ BHEApPEHHE 3alllUTHBIX MeEp, aJeKBAaTHBIX XapakTepy
BBISIBIICHHBIX yTPO3, C YYE€TOM 3aTpaT Ha X peanusanuto. [Ipm 3TomM Mepsbl,
npuHuMaembie Ui oOecrieuenuss Wb, HeE TODKHBI YCIOXKHATH JOCTHKEHUE
YCTaBHBIX  LeJed  YupexJeHus, a TakkKe [OBBIATh TPYJOEMKOCTb
TEXHOJOTUYECKHUX MPOLIECCOB 00pabOTKM MH(OpMALUY;

— KOHTPOJIb 3()PEKTUBHOCTH MTPUHUMAEMBIX 3AIUTHBIX MEP;

— nepcoHu(pUKaIUs U aJleKBaTHOE pa3JejeHUuEe pojed U OTBETCTBEHHOCTHU
MEXJy COTPYIAHUKAMU YUPEKICHHS, UCXOAS U3 IPHUHIMUIIA IEPCOHAIBHON H
€MHOJINYHOW OTBETCTBEHHOCTH 34 COBEPILIAEMBIE OTIEPALIUH.

3.3. CootBerctBue [lonuTuku 6€30MacHOCTH AEUCTBYIOIIEMY 3aKOHOIATEIbCTBY

[IpaBoBYIO OCHOBY MOJIMTUK COCTaBJISIFOT 3aKOHBI Poccuiickoin @enepannu u
JPYrM€ 3aKOHOJATENIbHBIE AaKThl, ONPEAECIAIOIINE IIpaBa M OTBETCTBEHHOCTH
rpakJaH, COTPYJHUKOB M TrocyjaapctBa B c(depe Oe30mMacHOCTH, a TaKke
HOpPMAaTHBHBIE, OTpAciIeBble M BEIOMCTBEHHBIE JOKYMEHTBHI, IO BOIpPOCaM
0e3omacHOCTH HMH(POpPMALIUM, YTBEPKACHHbIE OpraHaMu TOCYJIapCTBEHHOTO
YIPABJICHUS] PA3JINYHOTO YPOBHS B MPEAEIax UX KOMIIETCHIINH.

3.4. OTBETCTBEHHOCTH 3a peainu3anuro MOJUTUK I/IH(I)OpMaIII/IOHHOI‘/’I 0e30IMacHOCTH

OTBETCTBEHHOCTh 3a pa3pabOTKy Mep U KOHTPOJb OOECIEUEHMs 3alUTh
uHpopmarn Hecér AUB.

OTBETCTBEHHOCTH 3a pEaTU3alUIo MOJUTUK BO3JIAracTCs:
— B YaCTH, Kacarolieics pa3pabOTKU U aKTyalu3aluy MPaBUil BHEITHETO
JOCTYIIA ¥ YIIPABJIEHUS JOCTYIIOM, aHTUBUPYCHOM 3amuThl — Ha AWDba;

— B YaCTHW, KacarUEeWCs AOBEICHUS MPaBUJI MOJUTHUK JO COTPYIHUKOB
YupexaeHusi, a Takke UHBIX JIUI (CM. 00J1aCTh JEUCTBUS HACTOSIICH MTOJTUTUKH) —
Ha AUba;



— B 4YacCTH, KaCAIOLICWCS HWCMOJHEHUSA TPABUI TMOJIUTUKA — Ha KaXI0TO
COTpYJIHUKA YUPEKJCHHS, COTJACHO WX JOJKHOCTHBIM W (DYHKIMOHAJIbLHBIM
00S13aHHOCTSIM, Y HWHBIX JIMI[, ITONAJAIOIINX IO0J O00JAacCTh JIEHCTBUS HACTOSIIEH
IMOJIUTHKH.

3.5. IMopsitok OATOTOBKY TIEPCOHAIIA TIO BOITPOCaM
uH(GOPMAITMOHHON O€30ITaCHOCTH U JIOTYCKa ero K paboTe

Opranuzanusi oOydeHUsT COTPYIHUKOB VYupexnaeHus B ooOmactu Wb
Bo3naraercsi Ha Allba. O0OydeHre mpoBOAUTCSA COTJIACHO IJIaHY, YTBEPKIACHHOMY
3aBEAYIOLIETO Y UPEKICHHUS.

[lognucu coTpyaHukoB 00 O3HaKOMJIEHMH 3aHociaTcs B <« OKypHan
POBEICHUS] MHCTPYKTaxa 1o MHPOPMALMOHHOMN 0€30MMacHOCTIY.

Jlonyck mepcoHana K pabore ¢ 3ammmiaeMbiMu WP YupexaeHus
OCYLIECTBJISIETCS TOJIBKO MOCJE €r0 03HAKOMIJICHHS C HACTOSAIIMMU IOJUTUKAMM, a
TAaK)K€ I0CJ€  O3HaKoMJieHUs moib3oBarened ¢ «llopsakom — paboTh
II0JIB30BATENICH» YUpPEKICHUA», a TAK)KE€ MHBIMU MHCTPYKLIMSAMU I0JIb30BaTeNICh
ornensHbix MC. Cornacue Ha coOnrofeHHE NMpaBWI U TPeOOBAaHUN HACTOSIIMX
IOJINTUK TOATBEPKAACTCS NOANMCIMH COTPYAHUKOB B <«OKypHase mnpoBeneHus
UHCTPYKTa)Ka 1o MHGOPMALIMOHHON 0€30MacHOCTIY.

Homyck nepconana k padore ¢ KM ocyuiecTBisieTcst mociae 03HaKOMIIEHUS C
«ITopsinkoM opranuzauuu pabOThl ¢ MaTepUaIbHBIMU HOCUTEIIMUY, «llopsakom
Opranu3aiuu paboThl ¢ 3JIEKTPOHHBIMHU HOcUTeIsIMI». [IpaBuna nomycka k padote
¢ NP nuu, He ABIAIOIIMXCA COTPYJHUKAMM YUpEXKICHMs, ONPEACIAIOTCS Ha
JIOTOBOPHOM OCHOBE C 3THMU JIMIAMU WJIM C OpraHW3alusMH, MPEICTABUTEIAMHU
KOTOPBIX SBJISIIOTCS 3TH JIMLA.

3.6. 3anumiaemMbie HHOOPMAIMOHHBIE PECYPCHI Y UpEKICHUS

3amuiaeMble THPOPMALIMOHHBIE PECYPCHI ONPENEISAIOTCS B COOTBETCTBUH C
«IlepeuneM 3alMIIa€MbIX PECYpCOB», YTBEPKIAAEMBIM COOTBETCTBYIOLIUM
IPUKA30M 3aBEAYIOIIETO Y UpeKICHHUS.

4. TTonutuky nHMOPMALIMOHHOM 0€30M1acCHOCTH
4.1. Ilonutuka npeaoCcTaBiICHUsS JOCTyNa K HHPOPMAIMOHHOMY pecypcy

4.1.1. Haznauenue
Hacrosimasa Ilonutuka ompenensier OCHOBHBIE ITPaBMJIA MPENOCTABICHUS
COTpYJIHMKaM JI0CTyna K 3amuinaeMbiM P Yupexnenus.

4.1.2. IlonoxeHne NOJIUTUKHI
[Tonoxxennss nmaHHOM NONUTUKKA  omnpeaeneHsl B «llomoxkennn o
pa3pelIMTEIbHONM  CHCTEME  JONMYCKa», YTBEPKIAEMOM  COOTBETCTBYIOIIUM
MIPUKA30M 3aBEIYIOLIECTO Y UPEKICHUA.

4.2. IlonmuTrKa y4ETHBIX 3alMCEN
4.2.1. Ha3nauenue

Hacrosimass mnonuthka oOnpenensieT OCHOBHBIE TMpPaBUJia MPUCBOCHUSA
YYETHBIX 3aITUCEN TI0JIb30BaTENIIM UHPOPMAIIMOHHBIX AKTUBOB Y UPEKICHHUS.



4.2.2. IlonoxeHne MOJIUTHKHA

Peructpaionnbie yueTHbIE 3alIMCH TTOIPA3IEISIOTCS Ha:

- M0JIb30BaTEIbCKHE — MpeTHa3HAYCHHBIC TUTST
ujeHTUPUKau/ayTeHTUPUKaAIMM  T0JIb30BaTeNie HMH(POPMAIMOHHBIX aKTHUBOB
Yupexnenus;

— CUCTEMHBIE — UCIIOJIb3yEMBbIe ISl HYK]T ONePallUOHHON CUCTEMBI,

— cimykeOHbIe — MpeAHa3HAYEHHBIC JIJIs o0ecreueHus: QYHKIIMOHUPOBAHUS
OTJIETILHBIX MPOIIECCOB MU TPUIIOKCHHM.

Kaxxnmomy mosb3oBaTento  HMH()OPMALIMOHHBIX  AKTUBOB  YUPEKACHUS
HA3HAYAETCsl YHUKAJIbHAS MOJIb30BATEIbCKAs PETUCTPAIIMOHHAS Y4YeTHas 3aIluCh.
JlonmyckaeTcsi mpuBsi3ka Oojiee OJHOW TMOJIb30BATEIbCKOW YYETHOM 3amucu K
OJIHOMY W TOMY JK€ TIOJIb30BaTeNi0 (HAMpUMEp, UMCIOIINX Pa3IUYHBIA YPOBEHB
MIOJTHOMOYH).

B oOmem cnydae 3ampemieHo co37JaBaTh M HMCIOJIB30BAaTh  OOUIYIO
M0JIb30BATENIbCKYI0 YYETHYIO 3alliCh JJis TPYIIbI MMOJib3oBaTeneil. B cimydasx,
Korjga 9TO HEOOXOAMMO, BBUIY OCOOCHHOCTEH aBTOMATU3UPyeMOro Ou3zHec-
mpoliecca WM OpraHu3aluu  Tpyda (HampuMmep, IOCMEHHOE JIeKypCTBO),
UCIIOJIb30BaHUE OOIIEH Yy4YETHOW 3alHMCH JOJKHO CONPOBOXKAATHCS OTMETKOW B
KypHaje yuyeTa MAIIMHHOTO BpPEMEHH, KOTopas JODKHAa  OJHO3HAYHO
UACHTU(UIIIPOBATh TEKYIIETO BIAACNIbIla YYETHOW 3allUCh B KaXAbIA
MOMEHT BPEMEHU. OnHOBpEMEHHOE HCIIOJIb30BaHUE OJTHOU oOmen
M0JIb30BATEILCKOW YUETHOM 3aMCH pa3HBIMU MOJIb30BATEISIMU 3aMPEIIEHO.

CucteMHBICE  PETUCTpPAIMOHHBIC  yYETHBIE  3amucd  (OPMHUPYIOTCS
OTIEPAIMOHHON CHUCTEMOW M JIOJDKHBI HCIOJB30BaThCS TOJIBKO B CIydasX,
pEeANUCAHHBIX JOKYMEHTAIUEH Ha OMEPAIIMOHHYIO CUCTEMY.

CiyxeOHble PETUCTPAIIMOHHBIC YUETHBIC 3aIUCH UCIIOJIB3YIOTCS TOJBKO JIJIs
3aIycKa CEpBUCOB WU TIPUIIOKECHHI.

Hcnonb3oBaHWe CUCTEMHBIX WM CIYKEOHBIX YUYETHBIX 3aluceil s
pETrHCTpaIlH MOJIb30BATENICH B CHCTEME KAaTETOPUYECKH 3aIpEIIeHO.

4.3. [TonuTrKa UCTIOJIB30BAHUS TTAPOJIECH

4.3.1. Haznaueunue

Hacrosmas [lonntrka onpenenser OCHOBHBIE NPaBUia NapOJbHON 3aAILHUTHI
B YUpEKJICHUU.
4.3.2. IlonoeHus MOJIUTHKU

[Tomoxenuss monuTuUkU 3akpemsitorcsi B «llopsnke 1o opraHuzanuu
MapOJIbHOU 3aLUATHD).

4.4. IlonuTuKa peann3alud aHTUBUPYCHOM 3aIlUThI

4.4.1. Hazuaueuue
Hacrosimass ITlonuTtuka omnpenensieT OCHOBHBIE MpaBuja ISl pealu3aiuu
AHTHUBUPYCHOMW 3aIlUTHI B Y YPEKICHHUMU.



4.4.2. ITonoxeHus NOJIUTUKA
[Tonoxxenuss mnonutuku 3akpemisitorcs B «llopsnke 1O MOpOBEACHUIO
QHTHUBUPYCHOT'O KOHTPOJISI.

4.5. ITonuTrKa 3aIUThl aBBTOMATU3UPOBAHHOIO paboYero mecra

4.5.1. Haznauenue

Hacrosmas [lonuTuka ompezenser OCHOBHBIC MpaBHWJIa M TPEOOBAaHHS IO
3amuTe nHQopMaIuu YUperxaeHUsI OT HEaBTOPU30BAHHOTO JOCTYIIA, YTPAThI WA
MOAU(DUKAITHH.

4.5.2. IlonoxeHus NOJIUTUKA

ITonoxenus I[aHHOﬁ INOJIUTUKKU  ONPCACIAIOTCA B COOTBCTCTBHH C
HCITIOJIB3YCMBIM TCXHUYCCKHUM PCIICHHUCM.

5. [IpodunakTuka HapyIMICHUH TOJIUTHK HHPOPMAITMOHHON 6€3011aCHOCTH

[Tox mpodunaktukoir HapywmeHud noautuk Wb moHumaercsa mpoBeneHue
perjlaMeHTHBIX palboT MO 3amuTe UHGOPMAIMK, MPEIyNpeKIeHUE BO3MOKHBIX
Hapywenuit Ub B Yupexaenuun u npoBepeHHe pa3bsCHUTENbHOU padoThl mo Mb
Cpeli TOJIb30BaTEIIEH.

[TonoxeHus: onpeneneHbl JOKYMEHTAMH, YTBEPKIACHHBIMH TIpHKa3zoM «O0
0o0Oy4eHUH COTPYAHMKOB NpaBWiaM 3aiiuTel uHpopManuu», u «llopsakom
TEXHUYECKOTO OOCTY>KUBAHUS CPEJICTB BHIYUCIUTEIbHON TEXHUKNY.

5.1. JIukBuAaus NOCAEACTBUN HAPYIIEHUS TOJIUTHK NH(OPMAIMOHHON
0e30macHOCTH

AWb, wucnonb3dys JaHHbIE, TIOJYyYEHHBbIE B peE3yJbTaTe MPUMEHEHUS
UHCTPYMEHTAJIbHBIX ~ CPEACTB  KOHTpOJisI  (MOHMTOpUHra)  0€30MacHOCTHU
unpopmaru MC, nomkeH cBoeBpeMeHHO oOHapykuBaTh HapyiieHus Mb, daktol
ocymectBienuss HCJl k 3ammmaembiMm WP u npeanpuHuMMare Mepel MO X
JIOKaJU3aluu U yCTPAHEHUIO.

B cayuae oOHapyxeHus ToaCHCTEMON 3ammuThl wWHPopMammu (akTa
Hapymeanss Wb wmm  ocymectBienns HCJ x  3ammmaemeim  UP UC
pexomenayetcs yenomuth ANba, u nanee ciieqoBaTh X yKa3aHUSIM.

Heiicteus AUba n agmunuctpatopa WHGOPMAIIMOHHONW CUCTEMBI TPHU
MpU3HAKaxX HAPYIICHUS MOJIUTHK HHPOPMAITMOHHON O€3011aCHOCTH
pPErIaMEHTUPYIOTCS CIIEIYIOIIUMU BHYTPEHHUMHU JTOKYMEHTAMU:

— perJaMeHTOM MOJIb30BaTells;

— MOJIMTUKON MHPOPMALIMOHHOM 0€30MMaCHOCTH;

— perJaMeHToOM aJIMUHHUCTPATOpa UHPOPMAITMOHHOM

0C€30macHOCTH;

— pErIaMeHTOM CUCTEMHOT0 aIMUHUCTPATOPA.

[Tocne ycTtpaHeHuss HHIUIEHTA HEOOXOAUMO COCTaBUThL akT O (akre
HApYIICHUS U MPUHATBIX Mepax MO BOCCTaHOBJIEHUIO padbotocnocobHocTn UC, a



TaK)K€ 3aperucTpupoBaTh (AKT HapylIeHHs B >KypHaJe yueTa HapylIeHHH,
JUKBHUIALMU UX TIPUYMH U TIOCIIEICTBUM.

5.2. OtBeTcTBEHHOCTH 32 HapyweHue [lonutruku 6e3omacHocTH

OTBETCTBEHHOCTH 32 BbINIOIHEHME MTpaBwil [1b HeceT Kaxablil COTPYAHUK
YupexxaeHus: B paMKax CBOUX CIIY)KEOHBIX 00s3aHHOCTEH 1 ITOJTHOMOYHM.

Ha ocHoBanum crt. 192 TpynoBoro koaekca Poccuiickoit ®eneparuu
COTpYAHMKHM, Hapymatone tpeboBanuss I[Ib VYupexnenus, wmoryt ObITh
NOABEPTHYTHl JHUCIUIUIMHAPHBIM B3bICKAHUSAM, BKJIKOYAs 3aMEYaHUE, BBITOBOP U
YBOJIbHEHHE C PaOOTHI.

Bce coTpyaHukH HeCcyT MEpCOHAbHYIO (B TOM YHCIE MaTepUATIbHYIO)
OTBETCTBEHHOCTh 3a  MPSAMOM  JCHCTBUTENBbHBIM  ymiepO, TPUUYMHEHHBIN
VYupexxnenuto B pesylibTare HapyuieHus umu mnpaBui noinutuku Wb (Cr. 238
TpynoBoro kojaekca Poccuiickoit @eneparun).

3a HENMpaBOMEPHBIA JOCTYNl K KOMIBIOTEPHOW HH(MOpMaLMM, CO3JaHUE,
WCIIOJIb30BAHME WM PAaCHPOCTPAHEHHE BPEAOHOCHBIX IIPOrpaMM, a TaKkKe
HapyluI€HHE TNpaBWwI JKciulyatraiuu OBM, cineactBueM KOTOPBIX — SIBUIOCH
HapymieHue pabotel OBM  (aBTOMATH3MpOBAaHHOM CHCTEMBI  OOpaOOTKHU
uH(poOpMaIMK), YHUUYTOKEHHUE, OJOKMPOBAHHE WJIM MOJM(DUKALMS 3alIUIIaeMOn
uH(bOpMAIH, COTPYTHUKH YUPEKIEHUS HECYT OTBETCTBEHHOCTh B COOTBETCTBUU
co cratbsiMu 272, 273 u 274 YronoBHoro koaekca Poccuiickoin @enepanumu.
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